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This document shows how our Computing Online Safety Curriculum .and
our PSHE Curriculum supports keeping our children safe online.

Harms and Risks

The potential

Description

Cawrriculum area this

is convered in at

Queer’s Park

Some online activities have age
restrictions hecause they include
content which is not appropriate
for children under a specific
age. Teaching could include:

e that .age ~verification exists
and why some sites require a
user ko wverify their age. For
example, .online .gamhbling .and
purchosing of certain age
restricted materials such .as
alcohol,

o why .age restrictions exist -
for example, they prowvide .a
warning that the site may
contain disturbing material that
is unsuitable for younger
Niewers,

e helping pupils understand how
this content can he .damaging to
under-age CONSUMLIA,

e the age of digital consentthe
minimum age (13) at which
young people can .agree to share
information and sign up to
social media without parental
consent under General Data
Protection Regulations. Why it is
important and what it means in
practice.

PSHE
Year 5: Relationships

Children irwestigate
and reflect upon a
~variety of positive
and negative
online/social media
contexts including
gaming and social
netw.orking. They
learn about age-
Limits .and also .age-
approprioteness.

Knowing what happens to
information, comunents .or

images that are put online.
Teaching could include:




e what a digital footprint is,
how it develops and how it can
affect future prospects such as
university and joh applications,
e how .cookies w.ork,

e how .content can he shared,
tagged .and troced,

o how difficult it is to remone
something a user wishes they
had not shared,

e ensuring pupils understand
what is illegal online, especially
what maoy in some cases he
seen as “normal’ bhehaviouwrs,
for example syouth-produced
sexual imagery (sexting). This
illegal content such as extreme
pornography or terrorist content

as well as the illegality of
possRASLON, ,ormting,ox/shaun,g
any explicit images of a child

inﬁoun.aﬂonﬂw,t
excists on the
irdernet is a result
of a persons online
dendit

Computing: Online
Safety Year 2
Children learn that
they must .ask
permission hefore
sharing online and
that they have got a
right to say no

Some information shared .online
is wccidentally or intentiorally
wrong, misleading, or
exaggerated. Teaching could
include:

o disinformation and why
individuals or groups choose to
share false information in order
to deliberately .deceive,

e .misinformation and heing
aware that false .and misleading
information .can he shared
inadwertently,

e .online hoaxes, which can he
deliberately and inadvertently
spread for a wvariety of reasons,
e explaining that the wviral nature
of this sort of content can often
appear to he a stamp .of




authenticity .and therefore why it
is important to evaluate what is
Aeen online,

e how to measuwre and check
authenticity .online,

e the potential consequences .of
sharing information that may
not he true.

Fake mwehsites and scam emails
are used to extort data, money,
images and .other things that
scammer to harm the person
targeted or sold on for
financial, .or other gain.
Teaching could include:  how
to look out for fake URLs .and
wehsites,

e ensuring pupils understand
what secure markings .on
websites are and how to assess
the sources of emails,

e explaining the risks of entering
information to a website which
isn’t secure,

e what to do if
}Laxnle,d/,tafgzbed/gx,o,onhe,d. a5 A
result of interacting with .o foke
wehsite or scam email. Who to

go to .and the range .of support

Computing: Online
Safety Year 6
Children learn .ahout

ALcauma

Fraud (online)

Fraud .can take ploce .online .and

£an hove Aeriois CONSLGURILCRA.

for individuals and
,g,a,rws,a,twm Teaching could

-w)mt»dznﬂtg}rm ACQUMAS

and.phxxs)mt,gmz
e that children .are sometimes

targeted to access adults data,
for example, passing on their
parents or carers details (bank
details, date of hirth, natiornal
insurance rumber etc). Therefore
there is o need to keep




enverijones information secure
not just their own,

e what “good” companies will
and wonr’t do when it comes to
personal details, for example .a
bank will never sk you to
share a passw.ord or move
money into .o new account

2ffectively

Passw.ord phishing is the
process by which people try to
find out your passw.ords so
they can occess protected
content. Teaching could include:
o why passwords are important,
others imoy try o trick you to
reveal them,

o explaining how to recognise
phishing scams, for example

in credentiols and passw.ords,

e importance of .online security
to protect ogainst viruses (such
as keylogging) that are designed
Lo ,a,oo@s;s//s,tzai/,oopg passw.ords
information,

e what to do when a passw.ord
is compromised or thought to bhe
comproimised.

Computing: Online
Safety Year 2
Children learn
techniques for
creating a. strong
passw.ord

Co. :

Safety Y.ea.r 6
Children learn .about
some common online
ACOUTS

Online platforms .and search
This is often referred to as
‘harvesting' or ‘farming.
Teaching could include:

e how cookies w.ork,

e how data is farmed from
sources which look neutral, for
example wehsites that look like
games or survelys that can
gather lots of data about
individuals,

e how, and why, personal data
For example data heing resold

Safety Yw 6
Children learn .ahout




email/text (spam),
e how pupils .can protect
themselves, including what to
do if something goes wrong (for
example data heing hacked) and
waighbsdwldxmhwvzmm
regard to their data, including
particular protections for
children under the General Data
Protection Regulations (GDPR),
e how to limit the data
paying particular .attention to
hoxes they tick when playing a
game Or occessing an app for

M.any ,d.ewx,cz/s/,ap,p/s/,gam@s are
designed to keep users online for
longer than they .might have
planned or desired. Teaching
could include:

o explaining that the majority of
games and platforms .are

money. Their primary driver is
to encourage users to be online
for as long as possible to
encourage them to spend money
(sometimes by offering incentives
and offers) or generate
advertising revenue,

e how designers use notification
to pull wsers hack online.

Almost all devices, wehsites,
apps and other online serwvices
come with privacy setting that
can be used to control what is
shared. Teaching could include:
e how to find information about
privacy setting on various sites,
apps, devices and platforms,

e explaining that priv.acy
settings have limitations, for




Computing: Online
Safety Year 3

Children learn to
know that priv.acy
settings limit who
can occess important
personal information
such s name, age,
gender

Much .of the information seen
online is o result of some form
of targeting.

Teaching could include:

e how .adverts seen at the top
of online searches .and social
media feeds have often come
from companies paying to he on
there and different people will
see different odverts,

e how the targeting is done, for
example softw.are which
monitors online hehaviowr (sites

they hawve wvisited in the past,
people who they are friends with
etc) to target adwverts thought to
he relevant to the individuwal

ser,
e the concept of clickhait and
how companies can use it to
drow people onto their sites .and

ABRINICRA.

PSHE - Healthy .me
unit of work Year 5:
The children
irwestigate how
body types are
portrayed in the
media, social .media
and celebrity culture.

PSHE - Relationships
unit of w.ork

Year 5:

children to

reflect upon a
~variety of positive
and .negative
online/social media
gaming .and so.cial
netw.orking.




How to stay safe online

Description

Cwrriculum .area
this is convered in
at Queen’s Park

Some orline hehaviours core
ohusive. They .are negative in
nature, potentiolly harmful .and
Teaching could include
online abuse including sexual,
harassment, bullying, trolling
and intimidation,

* oKX lon .of when online
ahbuse can cross a line .and
become illegal, such .as forms
of hate crime .and hlackmail,
o how to respond to .online
help .and support,
o}ww,tom/s,p,ond,w}m,t}w

. ,bzumg clear what ,go,o,d online
behaviowrs do and dorlt look
Like.

Anti-Bullying Week
(whole school
assembly, themed
ackivities)
hulliying policy
written. .and
shared by the
S,c}w,oi Ethos
Council

E/s,a}@béjwmk

Adults .model
good practice
regarding e-safety
when using
support learning
in any lesson
ocross the
curricudum

Whole school




have power oner
others in o group.
They discover
strategies for




children are
introduced to
some rules for
staying safe
online.)

PSHE
Relationships -
sgear 5 (Children
learn ahout the
importance of
self-esteem .and
waoys this can be
hoosted. This is
important in an
online context as
well as offline, .os
mental health can
LXCRALING
LOMPArison mith
others. The
children to

reflect upon a
~variety of positive
and negative
online/social
media contexts
and social
netw.orking. They
learn about age-
limits .and also
age-
approprioteness.
Within these
lessons, children
are taught the
SMARRT .irnternet
safety rules and

they apply these
in different
situations. Risk,




comparison and
how to manage
this)

PSHE Changing
Me - Year 6 (They
learn .about

different




relationships .and
the importance of
mutual respect
and not
pressuring/heing
pressured into
that they .don't
want to. Sexting
is cownvered in this
AUnt).

Computing: Online
Safety Year 4
Children
understand what
hehaviours are
appropriate in
order to stoy safe
and be respectful
online

Online challenges .acquire mass
others to take part in what

they suggest. Teaching .could
include:

o explaining what .an online
challenges and that while some
will be pun and harmless,

PSHE - Dreams
and Gooals .and
Relationships
Concept of
‘challenge’ heing
positive .and
negative is taught




others imaoy be dangerous .and

or even illegal,

o how to .assess if the
challenge is safe or potentially
who has generated the
challenge .and why,

o explaining to pupils that it
is ok to souy no and not take
part,

o how and where to go for
help if worried about a
challenge,

o understanding the
importance .of telling an .adult
ahout challenges which include
threat or secrecy (‘chain letter’
style challenges).

Jrom EYFS - Year
6.

Computing: Online
Safety Year 6
Children
aunderstand what
it .means to hove
a positive online
reputation

Knowing that violence can he
incited .online .and escalate very
quickly into offline violence.
Teaching could include:

e ensuring pupils know that
online content (sometimes gang
related) can glamorise the
possession of weapons .and
drugs,

o explaining that to
intentionally encourage .or
assist an offence is also a
criminal offence,

e ensuring pupils know how
and where to get help if
worried about irw.olvement in
~iolence.

PSHE Year 5 .and
Year 6 -
‘Relationships’ unit
of work. What is
a safe
relationship
online.

Computing: Online
Safety Year 3
Children learn

that the internet
moods and
feelings

N.ot everyone .online is who
they say they .are. Teaching
could include:

e explaining that in some
cases profiles may he people
posing .os someone they .arent
(ie. an adult posing os o
child) wor may be “hots” (which
are automated softw.are
programs designed to create

PSHE Year 5 .and
Year 6 -
‘Relationships’ unit
of work. What is
a safe
relationship
online.

Computing: Online
Safety Year 4




and control fake social media
ACCOMNLS),

o how to look out for fake
profiles. This could include o
profile pictures that .don't like
right, for example of a
celehrity or object, o .accounts
with no followers or
thousands of followers; and .o
a public figure who doesn’t
have a verified account.

Knowing abhout the different
types of grooming .and
motivations for it, for example
radicalisation, Child Sexwal
Abuse and Exploitation (CSAE)
and gangs (county lines).
Teaching could include:

with peers and also in families
and with others,

e key indicators of grooming
hehawviour,

o explaining the importance .of
disengaging from contact with
suspected grooming .and telling
a trusted adult; .and

o how .and where to report it
hoth in school, for
support, and to the police.
Where there are .concerns about
sexual abuse and exploitation
these can also be reported to
Click CEOP. See the NCA-CEOP
Thinkuknow wehbsite for purther
information .on keeping children
safe from sexual abuse .and
exploitation. At all stages it
will he important to halance
the fowult of a child who is

Children learn
that people they
do not know .on
the internet
(online) .are
strangers and are
not alw.ays who

they say they .are




Computing: Online
Safety Year 4
Children learn
what hehaviowrs
are appropricte in
order to stay safe
and he respectful
online

Live streaming (showing a
wvideo of smourself in real-time
online either privately or to a
public audience) can he
popular with children but it
carries risk when carrying it
out and watching it. Teaching
could include:

o explaining the risks of
carriing outlive streaming.
These include the potential for
people to record live streams
without the wser knowing and
content being shared without
the wser’s knowledge or
consent. As such pupils
should think carefully .obout
who the audience might he .and
if they would be comfortable
with whatenver they .are
streaming heing shared widely,
e online hehaviours should
mirror offline hehaviours and
considering any live stream in
that context. Pupils shouldn’t
feel pressured to do something
online that they w.ouldn't do
offline. Consider why in some
cases people will do .and say
things .online that they w.ould
never consider appropriate
offline,

PSHE -
‘Relationships’
Year 5 .and Year
6 wnits .of w.ork
linked to risks
online

Computing: Online
Safety Year 6
Children
understand what
it .means to hove
a positive online




o explaining the risk of
watching videos that .are heing
live streamed, for example there
is no wauy of knowing what
will come next and so this
poses o risk that o wser .could
see something that has not
heen deemed .age appropriate in
adv.arnce,

o explaining the risk of
grooming - Aee ohove for .more

LULguuHMAg.

Knonng.Uuu,&wuuHQ42MpULd
material presents .o distorted
pkﬂuzz%;&mualbduwﬂuw&

o Niewing pornography con
lead to skewed heliefs ahbout
sex and in some circumstances
can normalise violent sexual
hehaviour,

e that not all people featured
in pornographic material are
doing so willingly, i.e revenge
porn or people trafficked into

£eX MW.Ork.

Children
irwestigate and
reflect upon a
~variety of positive
and .negative
online/social
media contexts
including gaming
and social
netw.orking. They
learn about age-

age-
approprioteness.

Computing: Online
Safety Year 3:
children learn
what social media
is and that age
restrictions apply

Knowing different strategies for
staying safe when
communicating with others,

especially people they .do not
krwow [have never met. Teaching

could include:

PSHE -
‘Relationships’
Year 5 .and Year
6 units .of work
linked to risks
online




and protecting sgoiur priv.ocy
and data is important
regardless of who iyou are
communicating with,

o identifying indicators or risk
and unsafe communications,

o identifying risks associated
with giving out oddresses,
phone numbers or email
oddresses to people you do
not know or arranging to .meet
A0Mmeone Mou hawve not met
before,

o explaining about consent
online .and supporting pupils to
develop strategies to
confidently say “no” to hoth
friends and strongers online

Wellbeing

Description

Cuwrriculum .area
this is convered in
at Queen’s Park

Knowing ahout the impact .of
comparisons to wruealistic
online images. Teaching .could
include
o exploring the use .of image
Jilters and digital enhancement,

o exploring the role of social
media influencers, including
that they are paid to influence
the behawviowr (particularly
shopping habits) .of their
followers,

o looking at photo
manipulation including
discussions about why people

PSHE
Relationships
units of w.ork
EYFS - Year 6

Computing: Online
Safety Year 3
Children
understand that
the internet can
affect their moods
and feelings

Computing: Online
Safety Year 3




,d,o,i,t,and.}ww,to,to,ok,o,wt;o,r
it

Children learn
that not
everything on the
internet is true -
photoshop and
apps

online hehaviours stop being
anxiety, including that there
needs to he a halance hetween
time spent on and offline.

Teaching could include:

e helping pupils to evaluate
critically what they .are .doing
online, why they are doing it,
and for how long (screen
time). This .could include
reference to technologies that
help them to manage their time
online, monitoring usoge of
different apps etc,
quality s guantity of online
activity,
to consider if they are actuwally
enjoiing being online or just
doing it out of habit, due to
peer pressure or the fear of
missing out,

e helping pupils to understand
that time spent online gives
users less time to do other
octivities. This can lead to
Aome users hecoming
physically inactive,

o exploring the impact that
excessive social media uwsage
can have on levels of aruiety,
depression and other mental
health issues, o explaining that
isolation .and loneliness can

PSHE Healthy Me
and Relationships
units of w.ork
Year 5

Rights,
responsibilities
and 1. ore
revisited with an
angle on
technology use.
Screen time is
walso discussed




affect pupils .and that it is
w~erky important for pupils to
adult .and seek support,

e Where to ,gzt)‘l.d.p,

People can often hehave
Adifferently online to how they
would act foce to foce.
Teaching could include

e how .and why people can
often portray .an exaggerated
picture .of their lives (especially
online) and how that can that
lives pressures,

o discussing how and why
people are unkind or huwrtful
online, when they w.ould not

PSHE Healthy Me
and Relationships
EYFS - Year 6

Computing: Online
Safety Year 2
Children
understand the
Adifference between
online and .offline
hehaviours

Computing: Online
Safety Year 3
Children
understand that
the internet can
affect their moods

What wsers post can affect
Juture career opportunities .ond
relationships - hoth positively
include

o looking at strategies for
positive use,
o how to huild a professional
online profile

Teaching units of

WOrk:

Relationships Year
| = Year 6

Computing: Online
Safety Year 6
Children
understand what
it .means to hove
a positive online

A n

Computing: Online
Safety Year 2
Children
aunderstand what
information I




should not post
online

Pupils imay raise topics
including eating .disorders,
self-harm .and suicide.

Teachers imust be aware of the
risks 0f encouraging or making
these seem .o .more ~viable
option for pupils and should
take care to .owvoid giving
instructions or methods .and
owv.oid using emotive language,
~videos or images. Guidance .on
teaching .about mental health
provides wseful support for
teachers in handling this
material.

PSHE Healthy Me
unit of work from
EYFS - Year 6
Particularly this
unit .of work in
Year 5:

The children




